Maruna GitLab Auto DevOps:

\/ GltLab CaMOHaCTpanBaloLLMNINCS

Pipeline-as-Code ans Bawero CI

roroaiT
o



laBanTe 3HAKOMUTbLCHA

Vladimir Dzalbo
vladimir@dzalbo.com

Solutions Architect / GitLab

TOMCKUM

MOJNIUTEXHUYECKUN o

YHUBEPCUTET



mailto:vladimir@dzalbo.com

Heckonbko cnoB o GitLab

Company M Product

- Incorporated in 2014 - Single Application / Complete DevOps
- 1300+ employees across 66 countries Platform

- Fully remote

- GitLab Federal entity est. in 2018 - 100,000+ organizations

- Millions of users
- 70% share of self-managed DevOps
repository market

- Open source model
- 3,000+ code contributors
- 10,000+ total contributors
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A Complete DevOps Platform Delivered as a Single Application

m 8 & 9 kM &8 0 & 8 I

Manage Plan Create Verify Package Secure Release Configure Monitor Defend

Since 2016 Since 2011 Since 2011 Since 2012 Since 2016 Since 2017 Since 2016 Since 2018 Since 2017 Since 2019
GitLab added: GitLab added: GitLab added: GitLab added: GitLab added: GitLab added: GitLab added: GitLab added: GitLab added: GitLab added:

ubgroups ervice Des ode Review ontinuous ependency ecre eview Apps nfrastructure rror Tracking ontainer
® sub € ServiceDesk @ Code Revi ¥ Conti ( Depend € Secret @ Review A C Infrastruct Q Error Tracki 4 Contai
Integration (Cl) Proxy Detection as Code Network
€ Insights ¢ Epics ¥ Source Code @ Pages ¢ Logging Security
, Management @ Merge Trains @ Container C License ) { Kubernetes )
€ Audit Events ¢ Boards Registry Compliance @ Continuous Management € Incident 4| Container Host
€ Snippets € Accessibility Delivery Management Security
5 i s
Inst.?nlce © Time Tracking Testing € Package € Container € Auto DevOps .
Statistics ———_— ¢ Web IDE Registry Scanning  Secrets 4 Metrics A WAF
g 4 Usability Management  “# Cluster Cost
. e = .
Vel v 4 Requirements ¢ Stét'c e Testing “) Git LFS ¢ Dependency Optimization Tracing
Management Editor Scanning @ Release
“
Management “ Web “ Jupyter Orchestration ' Serverless Alert
= s
DevOps & Roadmans C wiki Performance Notebooks @ DAST MansgaTent
Reports p @ FeatureFlags “ Runbooks
- :
Design # Load Testing # Helm Chart € SAST
#) Code Analytics Management Registry € Advanced “ ChatOps i )
: - ee comin
Upcoming # Code Testin # Vulnerabilit Deployments P g
g Yy
a : R a : iact
Compliance Categories: Live Preview and Coverage Upcoming Management Categories:
M t - 4 Rel
anagemen . . Categories: X ‘ease Synthetic
Quality “ Code Quality 4 Fuzz Testing Evidence

Monitoring

Management Dependency ro p o
Firewall

4 Audit Reports



Kntoyesble koMnoHeHTbl GitLab
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SCM / Peno3utopuu ABTOMaTM3auusa
*k%k *k*k
- Gitrepos - Continuous Integration
- Merge Requests - Continuous Delivery
- Code Review - Deployments
- Approvals |

- Web IDE




GitLab Product Principles

Enabling Collaboraion
Bringing ldeas to Reality
Convention over Configuration
MVGC
Flow One
Avoid Plugins
[teration ropoa()

https://about.gitlab.com/handbook/product/product-principles/
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Convention over configuration

MpuHyUNbI:
- MeHblle KOHMUIYPUPOBaHMUS (TONBKO Tam, rae Haao)
- bonbuwe KOHBEHUMI / CTaHAaPTOB
- Mcnonb3oBaHuve “nyqwmnx npakTuk”
- [poayKT ang nonb3oBaTenen, a He aAMUHUCTPATOPOB
- Default to ON (HoBble hyHKUMOHaN AOCTyneH no aedonTy)
- W3berante orpaHnM4eHuit 1 NMMUTOB

KommMepueckue Tpe6oBaHus:
- PaboTtaet “n3 kopobkn”
- OYHKLMOHAN Nerko HalTK U HavyaTb MCMNONb30BaTb
- HacTpoWKa 1 ycnoXHeHne no mepe HagobHOCTY



Kak 3To paboTaeT Ha npakTuke?
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SCM / Peno3utopuu ABTOMaTM3auusa
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- YcTtaHoBka GitLab
yum / apt-get / docker / helm

- Create Project

- git clone / git commit / git push




GitLab Ci/CD

image: alpine:latest

Pipelines cocTtoaT 13 ...

- build

- Jobs - 330341 ¥ KOHTEKCT UX BLIMOMHEHNS. ..
- Scripts (KoMMaHgbl) " SEARCH. MAX_DEPTH: 99
Pipeline-as-Code consoleapp_build:

.microsoft.com/dotnet/core/sdk:3.1

- YAM I_ i CI_COMMIT_REF_SLUG}-dotnetapp
- XpaHuTcs B git peno3nTtopun ‘
MHOXeCTBO TPUTTepOB:

5ér1p‘.
. = |
g|t pUSh mkdir -p app/dotnetapp

mkdir -p app/utils

- Ul /AP' cd samples/dotnetapp

cp dotnetapp/*.csproj ../../app/dotnetapp/

Sched u Ie cp utils/*.csproj ../../app/utils/

cd ../../app/dotnetapp

dotnet restore

- e b1 1_E3f< £123j1(363 cp ../../samples/dotnetapp/dotnetapp/* ../dotnetapp/
. cp ../../samples/dotnetapp/utils/* ../utils/
COﬂtalﬂer based (by defaUIt) dotnet publish -c Release -0 out

BbinonHsieTcs Ha Kpocc-nnaTopMeHHbix areHTax (GitLab Runner)

roeroa



[Mpobnemsbl ¢ GitLab CI / CD

Mpo6bnembi:
- KacTomHbIi cuHTakeuc .gitlab-ciyml
- OYHKUMOHAN (M CUHTAKCKUC) MOCTOSAHHO pa3pacTaeTcs / YCNOKHAETCS
- 3aBUCUT OT DPENMBOPKA / A3bIKa MPOrpPamMMrpOBaHKS
- SlBnseTca KNtoYeBbIM ANa agantaunm Apyroro GyHKUMoHana
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Manage Plan Create Verify Package Secure Release Configure Monitor Defend

KoMmmepuyeckue TpeboBaHus:
- PaboTtaeT “n3 kopobkn”
- ®OyYHKUMOHAN Nerko HaTu U HavyaTb MCNONb30BaTb
- HacTpolika 1 ycnoxHeHve no Mepe HagobHOCTH



BapunaHTbl pelieHund

- [lokymMeHTaum4

- Manyansi (Getting started / Hello World / 101)
- [lprmepsl

- Auto DevOps




Auto DevOps: oT Koaa Ao paboTatowero NpuIoXeHuns

run - %

Code App Artifact Kubernetes
+ : +
Libs/Packages Host OS
+ .
Runtime/Middleware
+

Container OS






“Marna” Auto DevOps

template: Jobs/Build.gitlab-ci.yml # https://gi
template: Jobs/Test.gitlab-ci.yml # https://
template: Jobs/Code-Quality.gitlab-ci.yml

template: Jobs/Deploy.gitlab-ci.yml # https://gitla
template: Jobs/Deploy/ECS.gitlab-ci.yml # https://gitlab.
template: Jobs/DAST-Default-Branch-Deploy.gitlab-ci.yml

template: Jobs/Browser-Performance-Testing.gitlab-ci.yml

template: Security/DAST.gitlab-ci.yml # https://gitlab.com/

template: Security/Container-Scanning.gitlab-ci.yml : :

template: Security/Dependency-Scanning.gitlab-ci.yml # httpis - - ,
template: Security/License-Scanning.gitlab-ci.yml # https:/ ' E &

tn .
template: Security/SAST.gitlab-ci.yml # https://gitlab.com/
template: Security/Secret-Detection.gitlab-ci. ymL # https:/ I “ls Is nEAlI I v




Auto DevOps - Commit Code, GitLab Creates the Pipeline

CREATE VERIFY
il =
>" @@=
Q Merge Q Code Quality
Q Build Q Test

v -0-0
SECURE PACKAGE RELEASE CONFIGURE MONITOR
o & % [+

Q SAST Q Container Q Review App Q Infra Config Q Response

Q Dependency Q Registry Q Deploy Q Scale Q System

Q Container Q Custom
Q License Q Perf Testing
@ past
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Buildpacks: Herokuish / Cloud Native

Pivotal
SERERCTE
@
V2 (B
() Pivotal
+
Heroku Heroku Heroku
H—J.. V .. v
.....-......).).
V1 V2 (A) Cloud Native
Buildpacks
N 1 CLOUD NATIVE

HEROKU

Buildpacks.io
Wi "
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Buildpacks in action
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Auto DevOps un .NET

- No native Herokuish buildpack
- But thereis a Cloud Native Paketo buildpack
- And there are native buildpacks for Ruby, Node.js, Java, Python, PHP, Go
- And you can write your own!

- Cloud Native buildpacks don’t include ‘test’

AUTO_DEVOPS_BUILD_IMAGE_CNB_BUILDER = cloudfoundry/cnb:cflinuxfs3
AUTO_DEVOPS_BUILD_ IMAGE_CNB_ENABLED = 1
TEST_DISABLED = 1




Auto DevOps - urpylika nnam MHCTPyYMeHT?

- Production vs. Development

- CoKkpallaem Bpemd and ‘project setup’

- Cokpalyaem Bpems ana onboarding HOBbIX HXeHEPOB
- Mlcnonb3yeM B KavecTBe NprMepa

- Pacwupsgem n kactommsumpyem Auto DevOps




Auto DevOps - pa3zbupaeM Ha yacTm n HacTpanBaeMm

- Br/toYaeM TONMbKO HYXHble 4acTwy
- Micnonb3yem nepeMeHHble OKPYXeHUS
HacTponKy npoekTa

¢ Security/SAST.gitlab-ci.yml

HacTpoWKK rpynnbl MPOEKTOB template: Security/SAST.gitlab-ci.yml
git push options
KacTtomHbin .gitlab-ci.yml

- HepeOHpeﬂleﬂﬂeM 3aﬂ'aL‘||/| ¢ Security/SAST.gitlab-ci.yml

- Pacwmnpsem 3agaym (extends)
- MMunwewm cBOU brnanaxku







